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IAM Exposure
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IAM Exposure

● What can your users do?
● Could a compromised 

credential result in 
administrator access?

IAM Exposure vs. Data Exposure
Data Exposure

● What objects are public?
● What sensitive data could 

be exposed?
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● Rushed provisioning

● Auditing at scale

● Misunderstanding 
entitlements

Why is IAM challenging?
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IAM in GCP
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Member Types in GCP

7

• Not created in GCP

• IdP or GSuite

• Identity for programmatic use

• Also considered a resource

User Service Account

• Contains Users

• IdP or GSuite

• Just like domains in GSuite

• Example: netskope.com

Group Domain



2021 © Netskope. All rights reserved.

● Permission
Allows a specific API call

● Role
A collection of 
permissions

GCP Terminology
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GCP Terminology
The different types of Roles:
● Basic
● Predefined
● Custom

● Maintained by Google
● Pre-dates IAM
● Overly permissive and not recommended

Examples:
● Owner
● Editor
● Viewer

Basic

● Maintained by Google
● Focused on job roles
● Good starting point for least privilege

Examples:
● compute.instanceAdmin
● compute.loadBalancerAdmin

Predefined
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● Binding: When a role is 
assigned to a member

● Policies: A collection of 
bindings

*Sample shows an IAM policy from a GCP Project

GCP Terminology
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IAM Policies and GCP’s hierarchy
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Service Accounts:
Identities and Resources
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Project

Service Account
Cloud IAM

Service Account
Cloud IAM

Service Account
Cloud IAM

Service Account
Cloud IAM

Service Account
Cloud IAM

Service Account
Cloud IAM

User

Binding at a Service Account

IAM Binding
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Privilege Escalation Example
(An example from a production GCP environment)
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Organization

Project

Compute
Engine

Kubernetes
Engine

BigQuery
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Organization

Project

Service Account

Service Account Created

Compute
Engine

Kubernetes
Engine

BigQuery
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Organization

Project

Service Account

“Owner”
Permission Granted

Owner

Compute
Engine

Kubernetes
Engine

BigQuery
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Owner
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Organization

Project
Editor

Compute
Engine

Kubernetes
Engine

BigQuery

User
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Editor
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Organization

Project

Service Account

Activated

Owner
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Why is this difficult to manage?
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Tools for Auditing
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GCP IAM Analyzer

Output all members that can impersonate a service account 
from the Organization level
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GCP IAM Analyzer
Individual Permission

Role Name
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GCP IAM Analyzer

Identities
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GCP IAM Analyzer

Resource
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GCP Permission Miner
Identity

Direct entitlements

Indirect entitlements
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GCP Permission Miner
Identity

Direct entitlements

Indirect entitlements

Possible Privilege Escalation!
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Remediation
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Remediation
● Bringing service account bindings down the hierarchy
● Changing out basic roles for more granular roles
● Removing bindings that are not needed

We want to proactively reduce risk in the environment without waiting for a 
compromise.
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Thank you!
Colin Estep
@colinestep
https://www.linkedin.com/in/colinestep/

Project URL:
github.com/netskopeoss/iaas_permission_mining

Talk Feedback: https://bit.ly/fwdcs21-estep

https://twitter.com/colinestep
https://www.linkedin.com/in/colinestep/
https://github.com/netskopeoss/iaas_permission_mining
https://www.netskope.com/netskope-threat-labs
https://bit.ly/fwdcs21-estep

