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The Service Authorization Reference (SAR)

The AWS-provided source of truth for all AWS IAM permissions

IAM permissions are usually, but not always, mapped directly to the name of an API method
- Mapped Directly (~93%): EC2.StartInstances -> ec2:StartInstances
- Not Mapped Directly (~7%): S3.ListBuckets -> s3:ListAllMyBuckets

Actions Description Access Level Resource Types Condition Keys Dependent Actions

MyAction Description of 
the permission

List || Tagging || 
Read || Write || 
Permissions 
management

rtype1*

rtype2
service:Prop service:OtherAction
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Is this least privilege?

What if we limit by service?

What if we limit by action?

What if we limit by 
resource?

What if we include all the 
conditions?



Least Privilege

Tools for achieving least privilege using AWS CloudTrail

- Trailscraper - Florian Sellmayr
- CloudTracker - Scott Piper (@0xdabbad00) & Duo Labs
- IAM Access Analyzer

Generally can scope down to specific actions, but often not to the resource, as the 
information is sometimes unavailable in a CloudTrail log entry
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iamlive

Generates an IAM policy from AWS calls

Works with the AWS CLI, AWS SDKs, most 
tools utilizing the SDKs (e.g. Terraform)

Started with client-side monitoring (CSM) 
mode

- Research from Scott Piper 
(@0xdabbad00) 
https://summitroute.com/blog/2020/05/25/client_sid
e_monitoring/

via UDP port 31000
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iamlive

Added an embedded HTTP(s) proxy 
approach to gather properties within the 
API call, to construct the full resource ARN

Works with the 5 primary AWS call protocols

AWS Account ID determined using Access 
Key ID

- Research from Aidan Steele (@__steele) 
https://awsteele.com/blog/2020/09/26/aws-access-key-format.html

via HTTP(s) proxy
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Problems with the SAR - Fundamental

Undocumented actions
- 378 / 9712 undocumented as of March 2021 (~4%)
- Probable list constructed using AWS methods that didn’t have an associated IAM 

permission
- Confirmed by calling the methods (fuzzing) using the API and a zero permissions

user, then gathering ARN templates by interpreting error responses

Missing / poor resource type or conditions information
- *
- arn:${Partition}:medialive:${Region}:${Account}:channel:*
- arn:${Partition}:cloud9:${Region}:${Account}:environment:${ResourceId} (97 occurrences)
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Problems with the SAR - Fundamental

Missing dependant action information (in particular iam:PassRole)
- The SAR only documents ~60 of the >300 iam:PassRole dependencies found
- iam:PassRole research by Noam Dahan (@NoamDahan)

https://ermetic.com/whats-new/blog/auditing-passrole-a-problematic-privilege-escalation-permission/

Dependant action “chains”
- 30 chains that are 3 deep
- 2 chains that are 4 deep

mq:CreateBroker depends on
ec2:CreateVpcEndpoint which depends on
route53:AssociateVPCWithHostedZone which depends on 
ec2:DescribeVpcs
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Problems with the SAR - Inconsistency

Spaces in resource names
- Lex/LexV2: "bot version", "bot alias", "intent version", "slottype version"
- Lambda: "code signing config", "function alias", "function version"

Incorrect Resource Type References
- quicksight:CreateDataSet (and similar) requires “datasource”, but should be “dataset”
- machinelearning:GetEvaluation requires “datasource”, but should be “evaluation”

Incorrect ${Region} / ${Account} casing
- arn:${Partition}:ecs:${region}:${Account}:task-set/${ClusterName}/${ServiceName}/${TaskSetId}
- arn:${Partition}:transfer:${region}:${account}:user/${serverId}/${username}
- arn:${Partition}:chatbot::${account}:${resourceType}/${resourceName}
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Problems with the SAR - Inconsistency

Use of ${AccountId} instead of ${Account} variable
- arn:${Partition}:chime::${AccountId}:…
- arn:${Partition}:datasync:${Region}:${AccountId}:...
- arn:${Partition}:gamelift:${Region}:${AccountId}:...
- arn:${Partition}:lookoutequipment:${Region}:${AccountId}:...
- arn:${Partition}:panorama:${Region}:${AccountId}:...

Incorrect ARN format
- arn:${Partition}:redshift:${Region}:${Account}:snapshotschedule:${ParameterGroupName}
- arn:${Partition}:ses:${Region}:${Account}:dedicated-ip-pool/${CustomVerificationEmailTemplateN

ame}
- arn:${Partition}:ses:${Region}:${Account}:deliverability-test-report/${CustomVerificationEmailTem

plateName}
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Problems with the SAR - Weird ARNs

arn:${Partition}:organizations::${MasterAccountId}:handshake/o-${Organiz
ationId}/${HandshakeType}/h-${HandshakeId}

arn:${Partition}:mgh:${Region}:${Account}:progressUpdateStream/${Strea
m}/migrationTask/${Task}

arn:${Partition}:iotthingsgraph:${Region}:${Account}:Workflow/${Namesp
acePath}

arn:${Partition}:greengrass:${Region}:${Account}:/greengrass/things/${Thi
ngName}/runtimeconfig

arn:${Partition}:opsworks:${Region}:${Account}:stack/${StackId}/

(Leading variable 
value prefix)

(Camel case)

(Upper case)

(Leading slash)

(Trailing slash)
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Problems with the SAR - Weird ARNs

arn:${Partition}:mq:${Region}:${Account}:broker:${broker-id} 

arn:${Partition}:ssm:${Region}:${Account}:automation-definition/${Autom
ationDefinitionName:VersionId} 

arn:${Partition}:events:${Region}:${Account}:rule/[${EventBusName}/]${Ru
leName} 

arn:${Partition}:${Vendor}:${Region}:*:${ResourceType}:${RecoveryPointId}

(Dash in variable)

(Colon within 
variable)

(Optional 
variable)

(Barely 
populated ARN)
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iam-dataset - A new source of truth

https://github.com/iann0036/iam-dataset

Utilizes the work of other open source contributors

- Parliament - Scott Piper (@0xdabbad00) & Duo Labs (@duo_labs)
- MAMIP - Victor Grenu (@zoph)

The API Method to IAM Privilege mapping (map.json)

Easier crowdsourcing of IAM inaccuracies
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The Mapping

Primary data source for iamlive

~10,000 API mappings

~100,000 lines of JSON

~3 months effort to build from scratch

Built with a custom mapping tool
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permissions.cloud

The https://permissions.cloud/ website exposes the IAM Dataset information in a 
clean, easy-to-read format

Created in order to provide an alternate, community-driven source of truth for AWS 
identity
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What’s Next
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iamfast

AWS IAM policy generation from 
application code

First iteration targeting support for 
JavaScript, Python, Java & Go



https://permissions.cloud/

https://github.com/iann0036/iamlive

https://github.com/iann0036/iam-dataset

https://github.com/iann0036/iamfast-js

Thank you

@iann0036

https://bit.ly/fwdcs21-mckay


